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Smart Grid 101

Energy and information flows in many directions, from 

generation to grid or building, from utility to customers, etc.

Smart meter data is useful for managing the grid, handling power outages, etc.

Generation Transmission Distribution Home



However, smart meter data…

Elias Leake Quinn, Smart Metering & Privacy: Existing Law and Competing Policies, Spring 2009



… is revealing.
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Legal Ramifications: EU Member States

• General Data Protection 

Regulation: up to 2% of 

worldwide revenue fine 

for data protection 

violations

• In negotiation: may 

increase to 5% or 100 

million euros
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European Commission, General Data Protection Regulation, COM(2012) 11 final



Legal Ramifications: NL

• Dutch Senate blocked 

2 smart meter bills in 

2009 due violations of 

the Dutch Data 

Protection Act

• Grid operators had to 

halt smart meter rollout 

and lost millions in 

investments

https://pure.uvt.nl/portal/files/1477311/CPDP
_final_Cuijper_Koops_springer_1_.pdf



Privacy Approaches

• Aggregation

• Homomorphic

Encryption

• Differential Privacy

• Rechargeable 

Batteries

• Anonymization

Pseudonymization

• Trusted Platform 

Module
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Picking a Protocol to Implement & More
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Implementation

• Implementation in Perl*

1. Diffie-Hellman-based aggregation protocol 

2. Dining Cryptographers-based low-overhead aggregation 

protocol 

3. Billing protocol

• Implementation on 4 meters (and later 100)

– Low-overhead aggregation protocol only

11*by George Danezis



Understanding Requirements

1. Meter Restrictions - cost, computing power, memory

2. Bandwidth - limited bandwidth, geography

3. Security Architecture - network topologies

4. Protocol Integration - integration into existing standards

5. Use cases – understand what data is needed

Result: implemented low-overhead aggregation instead of more 

feature-rich & robust protocols
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Lessons Learned

1. Define the use cases

2. Selling privacy

3. Provide clear explanations

4. Ease of integration vs. Feature richness

5. Importance of standardization

6. Working prototypes

7. Patience
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Define the Use Cases

• Interview potential users

– What kind of data do you

need?

– If I was the privacy fairy and 

could eliminate all privacy 

restrictions, what kind of 

information would you want?

• Usually only a derivative of 

private data is needed
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Selling Privacy

• Frame as business 

enabler

• With privacy:

– Legal access to data 

you couldn’t get 

otherwise

– Easier DPIA

– No private data to

protect

– No bad press from

accidental loss or 

theft of private data
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Importance of Clear Explanations

• Good metaphors

• Intuitive examples

• Explaining one-way functions using Lego:
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Lego Example: Homomorphic One-Way 

Functions
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Ease of Integration vs. Feature Richness

• Optimize protocol and parameters for easy integration

– Deep changes require more effort and money

• Fewer changes means it is more likely to be adopted

– Add-on to standard

– No changes to central system

– Only small changes to meter firmware 

• Simple protocol might be better than a fancy protocol

– Very low overhead vs. more features
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Importance of Standardization

• Ensure widespread adoption - individual companies don’t

have to seek out their own solution

• Create an add-on vs. major change to standard
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Working Prototypes

• Need to prove it works

• Small implementation for feasibility

• Large scalability, integration, robustness tests
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4 Meters 100 Meters



Patience: 2011 - Now
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Conclusions

• Use good examples

• Privacy as business enabler

• Ease of integration can trump 

fancy features

– But don’t exclude use cases!

• Make sure all required 

properties are included –

hard to make changes later

• Standardization can lead to 

widespread adoption
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Questions

Benessa.Defend@encs.eu
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