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ABSTRACT Using wodern privacy prescrving protocols, many of th pri-
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Abstract. The widespread deployment of smart meters for the mod- e rivtied
ernisation of the eleetricity distribution network, but also for gas and
water consumption, has been associated with privacy concerns due to the
potentially large number of measurements that reflect the consumers be-
‘haviour. In this paper, we present protocols that ean be used to privately
compute aggregate meter measurements over defined sets of meters, al-
lowing for fraud and leakage detection as well as network management
and further statistical p ing of meter s, without re-
vealing any additional information about the individual meter readings.
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Smart Grid 101 . -
ENCS

Energy and information flows in many directions, from
generation to grid or building, from utility to customers, etc.

Generation Transmission Distribution Home

Smart meter data is useful for managing the grid, handling power outages, etc.



However, smart meter data...
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Legal Ramifications: EU Member States ~ ¢::.:
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Legal Ramifications: NL

* Dutch Senate blocked
2 smart meter bills in
2009 due violations of
the Dutch Data
Protection Act

« Grid operators had to
halt smart meter rollout
and lost millions in
Investments

https://pure.uvt.nl/portal/files/1477311/CPDP
_final_Cuijper_Koops_springer_1_.pdf

Smart metering and privacy in Europe: lessons from the

Duteh case

Colette Cuijpers and Bert-Jaap Koops

Tilburg Institate for Law, Technlogy, and Society (TILT), Tilburg University, The Netherlands
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Abstract. The future of energy supply lies m smart grids, which enable energy
supply 1o and from consumers. These two=way energy networks regquire smart
energy metering systems. The vision of smart grads will require one or mare
decades yet to be fully realissd, bt since a roll=out of smart melers & a kengthy
process, countries are already startmg o implement smart metering legisbison,
following the European legal framework on energy efficiency. Rolling out
smart meters, however, requires smart legislation. The Dutch example, where
the Senate blocked bwo smart metering bills in 2009, demonstrates that inbro-
ducing smart meters can be sigmificantly delayed if the underying kegnkbiton is
Hawed. In particular, the Duich case shows that privacy is a crucial element in
smart metering legislation. Energy consumption reveals details of persomal lafe,
in the most prvacy=sensitive place — the home, and therefore smart metering
has to strike a careful balance between detailed energy metening and privacy
protection.

In this paper, we present the recent developments in smart metering and des
scribe the Dutch case m detail. From this, we daw key lessons for countries
that want to introduce smart metering. In terms of substance, the level of detail
of smart meter resdings and the mandatory or voluntary character of smart mes
fters are crucial issues o take into account. Legislabors must make a trade-off
between the ‘smartness” of the meter versus a comprehensive, mandatory roll-
oul. In temms of procedure, a prvacy impact assessment is vital, and patfalls of
function creep should be avoided by resisting the templation of making a meter
‘oo smart” all at once. From the outset, povacy and data protection law must be
taken inde account as an mmportant requirement for the design of smart metering
systems.

Keywords: Smart metering, energy, privacy, data protection, Europe, the Neth=
erlands
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Privacy Approaches
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smart meter privacy - “

Smart meter privacy: A theoretical framework
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Abstract—The solutions offered to-date for end-user privacy in smart meter measurements, a
well-known challenge in the smart grid, have been tied to specific technologies such as
batteries or assumptions on data usage without quantifying the loss of benefit (utility) that ...
Cited by 20 Related articles All 2 versions Cite Save

Increasing smart meter privacy through energy harvesting and storage devices
O Tan, D Gunduz, HV Poor - Selected Areas in ..., 2013 - ieeexplore.ieee.org

Abstract—Smart meters are key elements for the operation of smart grids. By providing near

realtime information on the energy consumption of individual users, smart meters increase

the efficiency in generation, distribution and storage of energy in a smart grid. The ability ...
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D Gunduz, J Gomez-Vilardebo - Communications (ICC), 2013 ..., 2013 - ieeexplore.ieee.org
Abstract—A smart-meter (SM) measures and reports the energy consumption of a user at
frequent time intervals, revealing critical private information about users energy

consumption behavior. In this paper, privacy in a SM system is studied in the presence of ...
Cited by 4 Related articles Cite Save

Wavelet-based load profile representation for smart meter privacy

D Engel - Innovative Smart Grid Technologies (ISGT), 2013 ..., 2013 - ieeexplore.ieee.org
Abstract—A significant portion of (potential) end-users at this point in time are wary about
possible disadvantages of smart grid technologies. A critical issue raised by end-users in
various studies is the lack of trust in the level of privacy. Smart metering is the component ...
Cited by 10 Related articles  All 4 versions  Cite Save

Smart meter aggregation via secret-sharing

G Danezis, C Fournet, M Kohlweiss... - ... workshop on Smart ..., 2013 - dl.acm.org

... ABSTRACT We design and prototype protocols for processing smart- meter readings while
preserving user privacy. ... Smart energy meter will not be compulsory. NRC Handelsblad, April
2009, 1111 M. Jawurek and F. Kerschbaum. Fault-tolerant privacy-preserving statistics. ...
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Implementation SRS

* Implementation in Perl*
1. Diffie-Hellman-based aggregation protocol

2. Dining Cryptographers-based low-overhead aggregation
protocol

3. Billing protocol
* Implementation on 4 meters (and later 100)
— Low-overhead aggregation protocol only

*by George Danezis n



Understanding Requirements S
ENCS

1. Meter Restrictions - cost, computing power, memory

2. Bandwidth - limited bandwidth, geography

3. Security Architecture - network topologies

4. Protocol Integration - integration into existing standards

Use cases — understand what data is needed

Result: implemented low-overhead aggregation instead of more
feature-rich & robust protocols

-.ﬁ TG T T
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Lessons Learned ° ...

Define the use cases

Selling privacy

Provide clear explanations

Ease of integration vs. Feature richness
Importance of standardization

Working prototypes

Patience

N O O A Wb E

13



Define the Use Cases

* Interview potential users

— What kind of data do you
need?

— If I was the privacy fairy and
could eliminate all privacy
restrictions, what kind of
iInformation would you want?

« Usually only a derivative of
private data is needed

14



Selling Privacy e

Frame as business e
enabler

With privacy:

ENCS

Sony Hack Lawsuit: Former Employees Sue Film
Studio For Not Protecting Private Data

ftah & |.moftah@ibtimes.com  on December 16 2014 2:48 PM

|
- D - O - Sony hack reveals health information on employees, children,

spouses

NEW YORK - Documents stolen from Sony Corp. by hackers include detailed
and identifiable health information on more than three dozen employees, their
children or spouses — a sign of how much information employers have on
their workers and how easily it can become public.
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Importance of Clear Explanations

« Good metaphors
* Intuitive examples
+ Explaining one-way functions using Lego:

16



Lego Example: Homomorphic One-Way
Functions

gX+y



Ease of Integration vs. Feature Richness

«  Optimize protocol and parameters for easy integration
— Deep changes require more effort and money

« Fewer changes means it is more likely to be adopted
— Add-on to standard
— No changes to central system
— Only small changes to meter firmware

- Simple protocol might be better than a fancy protocol
— Very low overhead vs. more features

18



Importance of Standardization SRS

- Ensure widespread adoption - individual companies don't
have to seek out their own solution

- Create an add-on vs. major change




Working Prototypes 9 ¢

- Need to prove it works
- Small implementation for feasibility
- Large scalability, integration, robustness tests

4 Meters 100 Meters
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Patience: 2011 - Now
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Privacy-friendly Aggregation for the Smart-grid

PETS Implementation: Scalability & Integration
Publication 4 Meters Tests: 100 Meters
Working Groups .
reing P Interviews Input for
Talking to Industry Standardization
TASK FORCE SMART GRIDS dims
EXPERT GROUP 2: REGULATORY \Pﬁ V2
RECOMMENDATIONS FOR DATA SAFETY, 4
DATA HANDLING AND DATA PROTECTION \%
] "
REPORT

ISSUED: FEBRUARY 16, 2011
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Conclusions

« Use good examples
* Privacy as business enabler

- Ease of integration can trump
fancy features

— But don’t exclude use cases!
- Make sure all required

properties are included —
hard to make changes later

« Standardization can lead to
widespread adoption




Questions

Benessa.Defend@encs.eu
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