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What Am | Going to Talk About?
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A Hardware Security Module is...

...a dedicated crypto
processor...

...designed for the protection of
keys throughout their lifecycle...

...validated as secure
by third parties...

...a Trust Anchor...
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A Hardware Security Module is...

...a source of high quality random numbers...

...a vault for holding cryptographic keys...

...Cryptographic Acceleration
Hardware...

...a hardware solution that implements the
cryptographic algorithms you want to use...
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How is a HSM deployed?
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Certifications

= Provide independent verification of the security of a HSM

® Security by
Standards Council

Common Criteria

CS_’afeNet




Physical Security Features
Features of a Validated HSM Appliance

Serialised Tamper Evident Labelling

Intrusion detection

Tamper Resistant Fasteners

Protected Electronics

Internal Baffles to Prevent Probing

Tamper Resistant 1/0O Mounts

Tamper Resistant Fan Mounts
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HSM Form Factors

CS_’afeNet



So What Do HSMs Get Used For?

1. Secure Documents
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Secure Manufacturing
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HSMs(cure entertainment devices, including videogame consoles
an sonal Video Recorders
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Banking and Payments
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Transport and Infrastructure
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HSMs secure the software and physical components of safety critical
systems
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Online Content
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Thank You!
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