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PLAID: Protocol for Lightweight Authentication of Identity 

PLAID is a general purpose smart card authentication protocol. 

Access granted/denied 

I am smarty 
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ISO standardization of PLAID 

International Standards make things work. 
They give world-class specifications for 
products, services and systems, to ensure 
quality, safety and efficiency. 

               [ISO webpage] 

PLAID 
Standardized by ISO World-class 

Authentication 
Protocol 
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This Talk 

§ PLAID is not a world-class authentication protocol 
§ (If PLAID is an indicator, then) the standardization 
process does not seem to work for cryptographic 
standards. 
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Australian  
Department  

of Human Services 

PLAID 

2006 The history of PLAID 
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ISO/IEC 25185-1 

AS-5185-2010 

Australian  
Department  

of Human Services 

„Fast Track“ 

+ 
 

to SSR‘14 

PLAID 

2010 2012 2014 

ISO/IEC 25185-1.2 
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Understanding PLAID 

Protocol Goals 
Identity Hiding 

Untraceability 

Active/Passive 

Leakage 

Break Cards 

Break Terminals 
Forward Secrecy 

Key Secrecy „Authentication Security“ 

Privacy Aspects 
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„PLAID was designed in order to ensure that all 
the air traffic is sufficiently scrambled so that 
there is no way to identify the card involved 
in the transaction and therefore the person.“ 

Identity Hiding 

Untraceability 

Interview with Centrelink‘s smart card architect 
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What PLAID aims for according to the ISO draft 

Authentication Protocoll for smart cards 

It is based on a cryptographic method, which uses 
both symmetric and asymmetric cryptography in a 
hybrid protocol to protect the communications 
between ICCs and terminal devices. This is done 
in such a way that strong authentication of the 
ICC and credentials is possible in a fast, highly 
secure and private fashion without the exposure 
of card or cardholder identifying information or 
any other information which is useful to an 
attacker. 
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Related Work? 
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Interview with Centrelink‘s smart card architect 

„Any cryptographic algorithm [...] which is supposed to be 
used for high security applications needs to be open and 
needs to be reviewed by the wider cryptographic 
community. […] PLAID isn‘t a cryptographic algorithm, 
it‘s a protocol. PLAID uses two cryptographic algorithms 
[RSA and AES]. […] So, the actual cryptographic 
exchange […] is based on two well established, well 
reviewed and considered secure algorithms.“ 
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Summary 

cryptographic evaluation: 
•  weak privacy,  
•  uncommon design strategies, 
•  not recommended 
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It is based on a cryptographic method, which uses both symmetric and 
asymmetric cryptography in a hybrid protocol to protect the 
communications between ICCs and terminal devices. This is done in such 
a way that strong authentication of the ICC and credentials is possible in 
a fast, highly secure and private fashion without the exposure 
of card or cardholder identifying information or 
any other information which is useful to an 
attacker. 

Trace Cards Learn Card Capabilities 

I‘ve seen you before. 
and you can open the 

CEO‘s  office door. 
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Uncommon design strategies Conclusion: don‘t use PLAID 
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ISO/IEC JTC 1/SC 17 WG 4 
Integrated circuit card with contacts 

ISO/IEC JTC 1/SC 27 WG 2 
Cryptography and security mechanisms 

„I would not be surprised if PLAID was introduced into SC 17 on  
purpose in order to circumvent a more thorough scrutiny.“ 
        [meeting of NIA-01-17-04] 

PLAID The ISO Standardization Process of PLAID 
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ISO/IEC 25185-1 

AS-5185-2010 

Australian  
Department  

of Human Services 

„Fast Track“ 

PLAID 

2012 2014 

ISO/IEC 25185-1.2 

The ISO Standardization Process of PLAID 
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The comments identify many of the 
problems described on the last slides. 

Forward secrecy 

CBC with constant IV 

Unauthenticated messages 

Unauthenticated CBC encryption 

PKCS#1.5 RSA Padding 

Secret Public Keys 
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Editor‘s response to comments 

First message is unauthenticated 

That is an implementation issue. 

CBC does not provide data integrity 

[The last blocks are verified by the ICC] 
and since CBC validates every bit of 
preceding data, any modification would be 
detected by the ICC.. 
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Comment: To the best of our knowledge there 
are no cryptographic results which actually 
guarantee that the public key cannot be 
recovered from ciphertexts. 

Response: we are also not aware of any 
publicly available information which 
guarantees that the public key cannot be 
recovered from ciphertexts. However, this 
concern hasn’t stopped the usage of 
RSA in the vast majority of all PKI 
systems (including SSL/TLS). 

DE36 on secret public RSA keys 
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Comment: The security properties of the 
protocol and the requirements on the chosen 
primitives seem to be unclear. […] To make 
the security properties clear, it is 
recommended to draw up a cryptographic 
security proof. 

Response: will discuss the practicality of 
cryptographic proofs in ISO documents given that 
RSA and other ciphers cannot be formally 
proved. 
 
Not clear what changes are recommended by DE 
to the document as a result of this comment. 

DE01 on unclear security properties 
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These were all comments for DIS 1 
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Conclusion 

§ Be careful with PLAID 
§ PLAID and especially the current DIS does not live 
up to ISO‘s expectations (or ours) 

§ (If PLAID is an indicator, then) the standardization 
process does not seem to work for cryptographic 
standards. 

International Standards make things work. They give 
world-class specifications for products, services and 
systems, to ensure quality, safety and efficiency. 

                      [ISO webpage] 
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Thank You 

P.S. Arno plans on finishing his Ph.D. in the next six months and interesting job offers in the Darmstadt 
area are always welcome.  

Arno Mittelbach 
TU Darmstadt 

Mornewegstr. 30 
64293 Darmstadt 

 
arno.mittelbach@cased.de 
www.arno-mittelbach.de 
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