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Support	of	TLS	versions	in	pracFce	

3	
SSL	Labs,	h\ps://www.trustworthyinternet.org/ssl-pulse/,	Jan	5,	2016	

TLS	
v1.3	

(2016?)	(1999)	(1995)	(1994)	 (2006)	 (2008)	



Support	of	TLS	versions	in	pracFce	

4	
SSL	Labs,	h\ps://www.trustworthyinternet.org/ssl-pulse/,	Jan	5,	2016	

TLS	
v1.3	

(2016?)	(1999)	(1995)	(1994)	 (2006)	 (2008)	

Support	of	
more	than	one	version	

is	very	common	



RSA-PKCS#1	v1.5	EncrypFon	

•  Most	frequently	used	key	transport	
mechanism	in	TLS	before	v1.3	
– “Textbook-RSA	encrypFon”	with	addiFonal	
randomized	padding	

– A	ciphertext	is	“valid”,	if	it	contains	a	correctly	
padded	message	
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RSA-PKCS#1	v1.5	EncrypFon	

•  Most	frequently	used	key	transport	
mechanism	in	TLS	before	v1.3	
– “Textbook-RSA	encrypFon”	with	addiFonal	
randomized	padding	

– A	ciphertext	is	“valid”,	if	it	contains	a	correctly	
padded	message	

•  Deprecated	in	TLS	1.3	
– Vulnerable:	Bleichenbacher’s	aEack	(CRYPTO	`98)	
– Sufficient	to	protect	against	its	weaknesses?	
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Bleichenbacher’s	A\ack	
(CRYPTO	1998)	

7	

CPKCS	



Bleichenbacher’s	A\ack	
(CRYPTO	1998)	

8	

CPKCS‘	

„valid“	/	„invalid“	
CPKCS‘‘	

„valid“	/	„invalid“	
...	

CPKCS	



Bleichenbacher’s	A\ack	
(CRYPTO	1998)	

9	

CPKCS‘	

„valid“	/	„invalid“	
CPKCS‘‘	

„valid“	/	„invalid“	
...	

CPKCS	

M	=	Dec(CPKCS)	



Bleichenbacher’s	A\ack	
(CRYPTO	1998)	

•  Oracle	usually	provided	by	a	server:	
–  Error	message	if	ciphertext	is	invalid	
– Other	side	channels,	like	.ming	(see	Juraj’s	talk	on	Fri)	
– Other	side	channels	

•  Allows	to	perform	RSA	secret	key	opera.on	
– Decrypt	RSA-PKCS#1	v1.5	ciphertexts	
–  Compute	digital	RSA	signatures		 10	
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Bleichenbacher	a\acks	over	and	over	
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•  Bleichenbacher	(CRYPTO	1998)	
•  Klima	et	al.	(CHES	2003)	
•  Jager	et	al.	(ESORICS	2012)	
•  Degabriele	et	al.	(CT-RSA	2012)	
•  Bardou	et	al.	(CRYPTO	2012)	
•  Zhang	et	al.	(ACM	CCS	2014)	
•  Meyer	et	al.	(USENIX	Security	2014)	
•  …	
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construct	the	
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Assump.on:	Bleichenbacher-like	a\acks	remain	
a	realisFc	threat	
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Typical	use	of	TLS	1.3	in	pracFce	
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Typical	use	of	TLS	1.3	in	pracFce	
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High-level	A\ack	DescripFon	
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High-level	A\ack	DescripFon	
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High-level	A\ack	DescripFon	
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TLS	1.3	may	be	vulnerable	to	Bleichenbacher‘s	a\ack,	
even	though	PKCS#1	v1.5	encryp.on	is	not	used!	



PracFcal	Impact	
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•  PracFcal	impact	is	rather	limited	
– Typical	Bleichenbacher-a\acks	take	hours	or	days	
– Would	Lisa	wait	that	long?	

– Machine-to-machine	communicaFon?	
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•  PracFcal	impact	is	rather	limited	
– Typical	Bleichenbacher-a\acks	take	hours	or	days	
– Would	Lisa	wait	that	long?	

– Machine-to-machine	communicaFon?	

•  Nevertheless:	
– Backwards	compa.bility	must	be	considered	
– Future	improvements	of	Bleichenbacher’s	a\ack?	



The	QUIC	Protocol	
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The	QUIC	Protocol	
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•  Obtaining	a	digital	signature	is	equivalent	to	
retrieving	the	server‘s	secret	key!	

•  Prac.cal,	even	if	a\ack	takes	weeks!	
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Much	later	



The	difficulty	of	prevenFng	
such	a\acks	(example)	
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•  X.509	cerFficates	do	not	
contain	protocol	version	

•  Further	difficulFes,	e.g.:	
– Key	separaFon	not	supported	by	
major	server	implementaFons	

– CerFficates	cost	money	
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The	difficulty	of	prevenFng	
such	a\acks	(example)	

29	
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•  X.509	cerFficates	do	not	
contain	protocol	version	

•  Further	difficulFes,	e.g.:	
– Key	separaFon	not	supported	
by	major	server	implementaFons	

– CerFficates	cost	money:	one	for	each	version?	

Bleichenbacher‘s	
A\ack	



Summary	

•  A\acks	on	TLS	1.3	and	QUIC	
– Based	on	backwards	compa.bility	and	
poten.al	Bleichenbacher	vulnerability	

– Removing	an	algorithm	from	a	standard	not	
sufficient	to	protect	against	its	weakness	

•  PrevenFng	this	a\ack:	
– Easy	in	Theory	(use	key	separaFon)	
– Difficult	in	Prac.ce	(due	to	pracFcal	constraints)	
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