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ACLU Goals

● Freedom of Speech
● Freedom of Association
● Equality and Justice
● Privacy

For everyone!



Communicable Crypto 3

Our Opposition

● Censorship
● Discrimination
● Surveillance
● Chilled speech
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Censorship and Surveillance

● Surveillance of content → censoring topics
● Surveillance of metadata → censoring people
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Surveillance alone

● Information is power
● Information differentials are power differentials

– Prediction

– Manipulation

– Control
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Chilling effects

Surveillance plus threat = internalized censorship
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Communication and growth

● Personal
● Social
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For Everyone

● Who is subject to surveillance?
● Who is at risk from threats?
● Does defense alone raise suspicion?
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How do we reach the most vulnerable?

● Infrastructure
● Defaults
● Clarity
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Clarity is Key

● Misunderstandings are dangerous
● What does your cryptographic tool, protocol, or 

construct do?
● What does the user understand?
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Who is the user of crypto?

● End users
● System Administrators
● Application Developers
● Library Developers
● Protocol Designers
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End users

● Clear/simple concepts
● Graphical indicators
● Straightforward workflows
● Defaults
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End users
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End users
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End users



Communicable Crypto 16

End users
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End users
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System Administrators

● Complexity → failure
● Config files/dialogs
● Making decisions for other people
● Common patterns/tradeoffs
● Logging/alerts
● Defaults
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System Administrators
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System Administrators
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System Administrators
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System Administrators
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System Administrators
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System Administrators



Communicable Crypto 25

Application Developers

● Complexity is expensive
● Library API
● Error handling
● Maintenance and Lifecycle
● Make failure findable
● Defaults
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Application Developers
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Application Developers
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Application Developers
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Application Developers
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Library Developers

● What features should they expose?
● API lifecycle management
● Test vectors
● Formal verification
● Defaults
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Library Developers

0-RTT TLS:

TLS_connect(ctx, params);

TLS_send(ctx, sz, data);

-----------

TLS_connect_with_replayable_data

     (ctx, params, sz, data);

TLS_send_replayable(ctx, sz, data);
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Library Developers
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Library Developers
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Protocol Designers

● How do primitives fit together?
● What properties do they provide?
● Sidechannels
● Deployment/interop/upgrade/deprecation
● Defaults
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Protocol Designers

● TLS mac-then-encrypt
– Replace with AEAD

● OpenPGP SEIPD degradation
– Deprecate SED (+ design chunkable 

encryption mechanism)

● DNS privacy
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Protocol Designers
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Cryptographers are not.

● UI/UX people
● Configuration specialists
● Application developers
● API wizards
● Protocol designers
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Most Cryptographers are not yet.

● UI/UX people
● Configuration specialists
● Software engineers
● API developers
● Protocol designers
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Collaboration

● Practice explaining what guarantees your 
constructs can offer

● Listen to user needs
● Sometimes the best solution doesn't involve new 

crypto
● Without crypto, we lose on surveillance, 

censorship, discrimination, and privacy
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