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ACLU Goals

* Freedom of Speech

e Freedom of Association

e Equality and Justice

* Privacy

For everyone!
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Our Opposition

* Censorship
e Discrimination
e Surveillance

e Chilled speech
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Censorship and Surveillance

* Surveillance of content — censoring topics

e Surveillance of metadata — censoring people
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Surveillance alone

* Information is power

* Information differentials are power differentials
— Prediction
— Manipulation

— Control
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Chilling effects

Surveillance plus threat = internalized censorship
"ACLU

Communicable Crypto



Communication and growth

e Personal

e Social
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For Everyone

* Who is subject to surveillance?
* Who is at risk from threats?

* Does defense alone raise suspicion?
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How do we reach the most vulnerable?

e |Infrastructure
e Defaults
e Clarity
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Clarity is Key

* Misunderstandings are dangerous

 What does your cryptographic tool, protocol, or
construct do?

e What does the user understand?
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Who is the user of crypto?

e End users

e System Administrators

* Application Developers

e Library Developers

* Protocol Designers

'=1ACLU
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End users

Clear/simple concepts

Graphical indicators

Straig
Defau
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ntforward workflows
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End users

la)[=l=]EE]

-/']f RealWorldCrypto x \D

<« C [ www.realworldcrypto.com gl =

L

Real World Cryptography Conference

Upcoming RWC

) Overview
conference:

This annual conference aims to bring together cryptography researchers with
Past conferences: developers implementing cryptography in real-world systems. The conference
2015 goal is to strengthen the dialogue between these two communities. Topics
| covered focus on uses of cryptography in real-world environments such as the

2013 Internet, the cloud, and embedded devices.

The 2016 edition of the workshop will be held in Stanford, CA on January 6-8,

The Levchin Prize: 2016. For further details, visit the workshop website.
nominations

The Levchin Prize

Social madia
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End users

EIEEE

[ https:/jwww.realworld: = Y
& - C [ https://mww.realworldcrypto.com v =

B

This webpage is not available

ERR_CONMECTION CLOSED
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End users

[ Example Domain x

€ - C @ https://example.org | E

Example Domain

This domain is established to be used for illustrative examples in documents. You may
use this domain in examples without prior coordination or asking for permission.

More information...
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[ Privacy error £

— = [ beos/ /mwww.google.com

End users

W

Your connection is not private
Attackers might be trying to steal your information from www. google.com (for

example, passwords, messages, or credit cards).

[] Automatically report details of possible security incidents to Google. Privacy policy
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End users
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Weekly Communications Update, Janua... o 01/06/2016 01:47 PM
Please approve the blog post for Friday Daniel Kahn Gillmaor 03:05 AM

S Deletel Mare |

From Daniel Kahn Gillmor % Reply| = Forward| & Archiuel © Junk
Subject Please approve the blog post for Friday El % 03:05 AM
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System Administrators

 Complexity — failure

e Config files/dialogs

* Making decisions for other people
 Common patterns/tradeoffs

e Logging/alerts

e Defaults

ﬁm Communicable Crypto
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System Administrators

| | % mod_ssl - Apache HTTP Ser... % \4-

+ fi O > S

(€ ) @& | https:y/httpd.apache.org/docs/2.4/mod/mod_ssl.html E1l ¢ ||Q Search | Ww A

Iodules | Directives | FAQ | Glossary | Sitermap

Apache HTTP Server Version 2.4

Ppache > HTTP Server > D ion > \ersion 2.4 > hodules
|Apache Module mod_ssl opics
Puailable Languages: en | T« Environment \Gribles
e - - * Custom Log Formats
Deseription: Strong cryptography using the Secure Sackets Layer (S5L) and Transport Layer Security (TLS) pratocals S o
! - Reg
Status: Extension E—
. » Expression Parser
Module Ic.:lentmer. 55|_module Bl
Source File:  med_ssle « Puthorization providers for
use with Require
Summary o
This module provides S5L v3 and TLS v1.x suppart for the Apache HTTP Server. S5L w2 is no langer supparted Directives )
S5LCACertificateFile
This madule relies on Open3 3L to provide the cryptography engine. SS5LCACertificate Path
P TYPLogIphy £nd SSLCADMRequestFile
Further details, discussion, and examples are provided in the 55 documentation. SSLCADNRequestPath
33LCARevacation Check
S5LCARevocationFile

z vironment Variables SSLCARevocationPath
35L Certificate ChainFile
This madule can b canfigured to provide several items of $SLinfarmation as additional envirenment variables ta the S51 and CGI namespace. This information is nat provided by defautt for 5L Cartificate Fila

performance reasans. (See 33L0ptians StdEnw\érs, below.) The generated variables are listed in the table below. For backward compatibility the information can be made available under ggtg_ev:‘mcsm_ekefile
ipher Suite

differant names, too. Look in the Compatibilty chapter for details on the compatibilty variables. 3506
" ; - S5LCryptoDevice
Variable Name: T\J‘z\ue Description SSLEngine
ype: — SSLFIPS
HITP3 flag HTTPS is being used. 55LHonorCipherOrder
35L_FROTOCOL string The SSL protocal version (S5Lv3, TLSw1, TLSw1.1, TLSw1.2) S5LInsecure Renegatiation
p— $5L0C3PDefaultRespandsr
15L_SESSIOR_ID string The hex-encoded S5L session id S5L0C5PEnable
35L_SESSI0N_FESUMED string Initial or Resumed S5L Session. MNote: multiple requests may be served overthe same (Initial or Resumed) S5L session if HTTP KeepAive is SSLOCSP 0verideRespondar
in use SSL0C p Timeout
35L_SECURE_FENEG string rue if Secure renegutiation is supported, else false ggtgg ] -ﬁm:::e.
33L_CIPHER string The cipher specification name 55L0CSPUseRequestNonce
33L_CIFHER_EXPCET string rue if cipher is an export cipher 55L0penSS| Cont Gmd
55L0ptions
35L_CIFHCR_USENEYSIZE number Number of cipher bits (actually used) SSLPassPhraseDialog
33L_CIFHER_ALGKETIIZE number Number of cipher bits (possible) 55LProtocal .

" - v
25L_COMPRESS_METHOD string S5L compression methad negotiated ggt:rr::vgﬁ::;:::::;gh
$5L_VERSION_INTEFFACE string The mod_ssl pragram version 550 Prowy CARevocation Check

i S5LProxy CARevocationFile
$5L_VERSION_LIERARY e The OpenSSL R
= = e @ Tpen=a program varsion SSLProxy C ARevacationPath
$5L_CLIENT_M_VERSICH string The version of the client certificate SSLProxy CheckPeerCN
33L_CLIENT_M_SERIAL string The serial of the client certificate ‘S5LProxy Check PeerExpire
- P— e SSLProxy Check PeerMama
35L_CLIENT_3_DN string Subject DN in client's certificate S3LProxy CipherSuite
35L_CLIENT_3_Dm_x509 string Component of client's Subject ON 55LProxy Engine
55L_CLIENT 3AN Email _n string Client certificate’s subject AtMame extension entries of type rfc822Name ggt:::: Ma"h'"ece: cateclh
33L CLIENT 3AN IM3 0 string Client 's subiect AtName extension entries of type dNSName | Brovahiachi | 7
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System Administrators

/\ mod_ssl - Apache HTTP Ser... % \'\4- |

M-V

(€ ) @& | https:y/httpd.apache.org/docs/2.4/mod/mod_ssl.html E1l ¢ ||Q Search | Ww A

: n P 0 . : : SSLProxyWachine Certiicate Ch;
33L_CLIENT_SAN Ewail st Client certificat bject AtN it ntries of type rfc@22N 2L TORyLES NG Celied e )

. "_3AT_Email_n ring !e cel | !c e's sul J.e ame & ens!an & r!es of type rfcB22Name = MachmeCem\‘lcataneH
35L_CLIENT_3AN_IW3_n string Client certificate’s subjectMtMame extension entries of type dNSName 55 LProxyMachine CertificatePat]
35L_CLIENT_3AN_OTHER msUFN_n |string Client certificate’s subject MtName extsnsion entries of type otherName, Mcrosaft User Principal Name form (010 1.3.6.1.4.1.311.202.3) %m%_;m“'
35L_CLIENT_I_DmM string Issuer ON of client's certificate SSLProxy\erify Degth
§3L_CLIENT I_DW_x3509 string Component of client's Issuer ON S5LRandom Seed
33L_CLIENT_V_STAFT string alidity of client's certificate (start time) 55LReneg BufferSize

S5 LRequire
33L_CLIENT_V_END string \alidity of client's certificate (end time) SSLRequire SSL
33L_CLIENT_V_FEMAIN string Number of days until client’s certificate expires S5LSessionCache

. — . 55L5ession CacheTimeout
33L_CLIENT_A_31% string Agorithm used for the signature of client's certificate 551 SassionTicket KeyFils
35L_CLIENT_A_MEY string Agorithm used for the public key of client's certificate SSLSessionTickets
35L_CLIENT_CERT string PEMbencoded client certificate W
$5L_CLIENT_CEFT_UHAIN_n string PBlbencoded certificates in client certificate chain 55L5tapl
33L_CLIENT_CERT_FFC4523_CEA |string Serial number and issuer of the certificate. The format matches that of the Cartificate Exactfssertion in RF C4523 % taplin E""'?ic[‘:t“mmu‘

B N S .
35L_CLIENT_VERIFY string TONE, SUCCESS, GENERCUS or FAILED: reason S5LStaplingForce URL
35L_SEPVER_M_VERSICN string The version of the server certificate 55L Stapling RespondarTimeaut

- - plingResp A
33L_SEFUER_M_SERIAL string The serial of the server certificate ggt&a —
33L_3EFUER_3_IM string Subject DN in server's certificate S5 pling Retur
55L_SERVER_3AN Email_n string Server certificate’s subject4tName extension entries of type rfc822Name 5L Stapling Standard Cache Time

550 5trict SNI'vHost Check
33L_3SERPVER_3ARN IM3_n string Server certificate’s subject At Name extension entries of type dNSName 55 UserName
33L_3EPVER_3AN OTHER dns3FU_n | string Server certificate’s subjectAtName extension entries of type otherName, SRWName form (OID 1.3.6.1.5.5.7.8.7, RFC 4885) 55LUse Stapling
$9L_SERUER_3_ON_x3509 st c m of servers Subject ON —

. _3_IN_x ring ompanent of server's Subje S5 D\verify Depth
33L_SEFVER_I_IN string Issuer ON of server's certificate = Commenis
33L_SEFVER_I_DW_x309 string Component of server's Issuer ON
33L_3EFVER_V_STAFT string \alidity of server's certificate (start time)
35L_3EFVER_V_EID string \alidity of server's certificate (end time)
33L_SEFVEE_A_316 string AMgorithm used for the signature of server's certificate
35L_SEFVEE_A_WEY string AMgorithm used for the public key of server's certificate
35L_SEFVER_CEFT string PBltencoded server certificate
35L_SFP_USER string SAP usemame
33L_SFP_USERINFO string SRP user infa
$3L_TLS_3mI string Cantents of the SNI TLS extension (if supplied with ClizntHello)

x509 specifies a component of an X508 ON: one of ¢,3T,L,0,00,t0,T,1,6,5,0,0I0,Bmail. In Apache 2.1 and later, x509 may also include a numeric _n suffix. If the DN in question contains
muttiple attributes of the same name, this suffix is used as a zero-based index to select a particular attribute. For example, where the server certificate subject DN included two OU attributes,
38L_SERVER_S_TN_0U_0 and $5L_SEFVER_3_DM_0U_L could be used to reference each. Avariable name without a _n suffix is equivalent to that name with a _o suffix; the first (or only)
attribute. When the environment table is populated using the StdEmAlars option of the 35L0ptions directive, the first (or only) attribute of any ON is added only under a non-suffixed name; i.e
no _0 suffived entries are added
The format of the *_ DIV variables has changed in Apache HTTPD 2.3.11. See the LegacyIlStringlormat option for 33L0ptians for details.
33L_CLIENT_W_FEMAINis only available in version 2.1 and later.
Anumber of additional envireonment variables can also be used in 33LR: quixr: expressions, or in custom log formats:
HITP_USER_AGENT FATH_INFO AUTH_TYFE
HTTP_FEFEFER QUERY_STRING SERVER_3 OFTWARE J
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System Administrators

| ff¥ SSLMate - Buy SSLcertsfr.. % | ok

wB ¥ 4- _I('._.'_)_";E___htt_|_:w5:_:_.:'_sslmate.com:-' e ] - [ )

(i\ ss'l.mate Features Pricing Blog Docs LOG IN 'SIGN uUpP ..

Secure your website the easy way.

SSLMate makes it easy to buy, deploy, and manage your SSL certs.

Sign up for SSLMate

Why SSLMate?

Simple Security Automate your SSL A+ Security
Get SSL certificates from the command SSLMate certificates automatically renew  SSLMate helps configure your server with
line in under 60 seconds. No complicated and install on your server, eliminating the most up-to-date security practices, so
openssl commands or copy-and-pasting human error. SSLMate can even integrate  you can protect your visitors and get an
certificate bundles. It's as easy as typing with your configuration management for A+ rating from SSL Labs—the gold
sslmate buy example.com. automated deployment. standard of SSL security.

Watch the demao »
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System Administrators

Kl Let’s Encrypt
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System Administrators
Kl Let’s Encrypt

caddy@mattman:~$ nano Cad
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System Administrators
Kl Let’s Encrypt

Revoked Certificates
Issued Certificates

250k
Anonymous Registrations
Registrations with a Contact
200k
150k
100k
50k
0
Sep 20 Oct 4 Oct 18 Nov 1 Nov 15 Nov 29 Dec13 Dec 27
2015
%ﬁ ! LE u Communicable Crypto 24



Application Developers

 Complexity is expensive

* Library API

e Error handling

* Maintenance and Lifecycle
* Make failure findable

e Defaults

ﬁm Communicable Crypto
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| & CVE - Search Results

Application Developers

x |\ g

w B ¥4~ (' ) @& | https

ve.mitre.org/cgi-

binjevekey.cgitkeyword=certificate

cld 8 ©

Terminology

Documents

FAQs

CVE List

CVE-ID Syntax Change
About CVE Identifiers
Search CVE

Search NVD

Updates & RSS Feeds
Request a CVE-ID

CVE In Use
CVE-Compatible Products
NVD for CVE Fix Information
CVSS for Scoring CVE-IDs
CVE Numbering Authorities (CNAs)
News & Events
Calendar

Free Newsletter
Community

CVE Editorial Board
Sponsor

Contact Us

Search the Site

Site Map

CL

‘There are 2048 CVE entries that match your search.

Name

/E-2015-7298

CVE-2015-7061

JE-2015-7059

CVE-2015-5999

CVE-2015-5997

CVE-2015-6357

CVE-2015-6303

CVE-2015-6298

CVE-2015-5276

CVE-2

Description

ownCloud Desktop Client before 2.0.1, when compiled with a Qt release after 5.3.x, does not call
QMetworkReply:ignoreSs|Errors with the list of errors to be ignored, which makes it easier for remote attackers to
conduct man-in-the-middle (MITM) attacks by leveraging a server using a self-signed certificate. NOTE: this
vulnerability exists because of a partial CWVE-2015-4456 regression.

The ASN.1 decoder in Apple 0S X before 10.11.2, tv0S before 9.1, and watchOS before 2.1 allows remote attackers
to execute arbitrary code or cause a denial of service (memory corruption) via a crafted certificate, a different
vulnerability than CVE-2015-7059 and CVE-2015-7060,

The ASN.1 decoder in Apple 0S X before 10.11.2, tv0S before 9.1, and watchOS before 2.1 allows remote attackers
to execute arbitrary code or cause a denial of service (memory corruption) via a crafted certificate, a different
vulnerability than CVE-2015-7059 and CVE-2015-7061.

The ASN.1 decoder in Apple OS X hefore 10.11.2, tvOS hefore 9.1, and watchOSs hefore 2.1 allows remote attackers
to execute arbitrary code or cause a denial of service (memory corruption) via a crafted certificate, a different
vulnerability than CWVE-2015-7060 and CVE-2015-7061,

The QCSP client in Apple i05 before 9.1 does not check for certificate expiry, which allows remote attackers to spoof a
valid certificate by leveraging access to a revoked certificate.

The X.509 certificate-trust implementation in Apple i0S before 9.1 does not recognize that the
l:SecRevocationRequirePositiveResponse flag implies a revocation-checking requirement, which makes it easier for
man-in-the-middle attackers to spoof endpoints by leveraging access to a revoled certificate,

WMware vCenter Server 5.5 before u3 and 6.0 before ul does not verify X.509 certificates from TLS LDAP servers,
which allows man-in-the-middle attackers to spoof servers and obtain sensitive information via a crafted certificate.

The rule-update feature in Cisco FireSIGHT Management Center (MC) 5.2 through 5.4.0.1 does not verify the X.509
certificate of the support.sourcefire.com S5L server, which allows man-in-the-middle attackers to spoof this server
and provide an invalid package, and consequently execute arbitrary code, via a crafted certificate, aka Bug ID
CSCuw06444,

The Cisco Spark application 2015-07-04 for mohile operating systems does not properly verify X.509 certificates from
SSL servers, which allows man-in-the-middle attackers to spoof servers and obtain sensitive information via a crafted
certificate, aka Bug IDs C5Cut36742 and CSCut363844,

The admin web interface in Cisco AsyncOS 8.x before 8.0.8-113, 8.1.x and 8.5 x before 8.5.3-051, 8.6.x and 8.7.x
before 8.7.0-171-LD, and 8.8.x before 8.8.0-085 on Web Security Appliance (WSA) devices allows remote
authenticated users to obtain root privileges via crafted certificate-generation arguments, aka Bug ID CSCus83445.

Cisco TelePresence IX5000 8.0.3 stores a private key associated with an X.509 certificate under the web root with
insufficient access control, which allows remote attackers to obtain cleartext versions of HTTPS traffic or spoof devices
via a direct request to the certificate directory, aka Bug ID CSCuug3501.

Double free vulnerability in GRuTLS before 3.2.17 and 3.4.x before 3.4.4 allows remote attackers to cause a denial of

rarviea win o lana NickinAnichadblama (DR ankee in o rarkificada

Communicable Crypto

Search Master Copy of CVE
Download CVE
View CVE
CVE-ID Syntax Change
CVE-ID Syntax Compliance
CVE-ID Syntax Guidance
CWVE-ID Syntax Test Data
About CYE Identifiers

Data Sources/Product
Coverage

Editorial Policies

CVE Editer's Commentary

Reference Key/Maps

Search Tips

Updates & RSS Feeds
Request a CVE Identifier

ITEMS OF INTEREST

Terminaology

Commaon Vulnerability Scoring
System (CVSS)

Commaon Vulnerability
Reporting Framework (CVRF)
MNational Vulnerability
Database (NVD)
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Application Developers

| ZMap - The Internet Scanner X | g |

%(B 8Bg v (€)a hipsizmapio cla ®© ®

ZMap is an open-source network scanner that enables researchers
to easily perform Internet-wide network studies. With a single
machine and a well provisioned network uplink, ZMap is capable of
performing a complete scan of the IPv4 address space in under 5
minutes, approaching the theoretical limit of ten gigabit Ethernat.

ZMap can be used to study protocol adoption over time, monitor
service availability, and help us better understand large systems
distributed across the Internet.

Mhanl Aot fre R attina Stadad Coida raad /e Bacaarsh Danare ar :I
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Application Developers

J-' The Update Framework (TUF) b... x l"u+

lf:.('.:lﬁ https://theupdateframework.github.io c HQ Isearch | w B 9@ 3 @ Q:si 8 =

The Update Framework (TUF)

Like the S in HTTPS, a plug-and-play library for securing a software updater

A Framework for Securing Software Update Systems

The Update Framework (TUF) helps developers secure their new or existing software update systems.
Software update systems are vulnerable to many known attacks, including those that can result in clients
being compromised or crashed. TUF helps solve this problem by providing a flexible security framework that
can be added to software updaters.

A4 ACLU

Communicable Crypto 28
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| (@ Debian Code Search % | gk

w B8

Application Developers

¥ :;:-'. v (4 ) @ | https:/jcodesearch.debian.net/ c | 4 S &

E Search About Code Search FAQ

debian -

Debian Code Search

Search all 130 GiB of source code within Debian:

Search |

See the FAQ for supported keywords

@ 2012-2014 Debian Code Search - Contact/ Send Feedback

@rackspace

Communicable Crypto
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Library Developers

 What features should they expose?
e API lifecycle management

* Test vectors

* Formal verification

e Defaults

ﬁ ACLU Communicable Crypto
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Library Developers

O0-RTT TLS:

TLS connect(ctx, params);

TLS send(ctx, sz, data);

TLS connect with replayable data
(ctx, params, sz, data);

TLS send replayable(ctx, sz, data);

%m Communicable Crypto
[ AMURICAN EVIL LIBENTIES UNON
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Library Developers

miTLS - A verified reference im... ® | 9k

v B ¥ 4~ €) http:ffwww.mitls.org/pages/flextls E1| ¢ | 4a 8 &

b L7 miTLS Publications Attacks Code FlexTLS

FlexTLS: A Tool for Testing TLS Implementations

FlexTLS is a tool for rapidly prototyping and testing implementations of the Transport Layer Security (TLS) protocol. FlexTLS is built
implementation of TLS. and hence protocol scenarios written in FlexTLS can benefit from robust libraries for messaging and cryptoar
scripts in FlexTLS can be used to evaluate and communicate the impact of new protocol vulnerabilities.

FlexTLS was used to discover recent attacks on TLS implementations, such as SKIP and FREAK, as well as to proagram the first pro
FREAK and Logjam. It is also being used to experiment with proposed designs of the upcoming version 1.3 of TLS. Our goal is to cre
where protocol analysts and practitioners can easily test TLS implementations and share protocol designs, attacks or proofs. Hen
modular architecture of FlexTLS:

FlexTLS mMITLS Subset

. Base E : Platform

i i 1

‘ Types || Constants || Secrets .;Il CoreCrypto ‘ l Bytes
:| State || Connection | i E| TCP | | TLSConstants

ClientHello ‘
ServerHello e
~ Hanmdehalke

Communicable Crypto
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Library Developers

| getdns ® | gk

€& | & htipsy//getdnsapi.net c encrux seipd % B @ 43 f# & dr 8 =

getdnsa uE

"Unbound security -

getdns is a modern asynchronous DNS API. It implements DNS
entry points from a design developed and vetted by application

developers, in an API| specification originally edited by Paul

Hoffman. With the development of this API, we intend to offer

application developers a modernized and flexible way to access SUbS.CI‘Ibe to
DNS security (DNSSEC) and other powerful new DNS features; a lists
partlcular hope is to msplre appllcatmn develnpers towards Y
-1 o ﬂ
S Scrlpts Currently Forbidden | <SCRIPT=:6 | <OBJECT> 0 QOptions... | =
) Iceweasel automatically sends some data to Mozilla so that we can improve your experience. Choose What | Share| x

4 ACLU

Communicable Crypto
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Protocol Designers

 How do primitives fit together?

 What properties do they provide?

e Sidechannels

* Deployment/interop/upgrade/deprecation
e Defaults

ﬁm Communicable Crypto
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Protocol Designers

e TLS mac-then-encrypt
- Replace with AEAD

* OpenPGP SEIPD degradation

— Deprecate SED (+ design chunkable
encryption mechanism)

* DNS privacy

ﬁm Communicable Crypto
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Protocol Designers

| IRTF Crypto Forum Research Gr... % | qp

'(-'ﬂ https.irtf.org/cfrg E1 ¢ HQ encrux seipd -}| T e U 3 A& © :ﬁ_ g

IRTF  Research Groups ~  People ~  Other ~

Crypto Forum Research
Group crrc

Charter

The Crypto Forum Research Group (CFRG)is a general forum for discussing and reviewing
uses of cryptographic mechanisms, both for network sscurity in general and for the IETF in

particular.

The CFRG serves as a bridge between theory and practice, bringing new cryptographic
techniques to the Internet community and promoting an understanding of the use and
applicability of these mechanisms via Informational RFCs (in the tradition of, e.g., RFC
1321 (MDg)and RFC 2104 (HMAC). Our goal is to provide a forum for discussing and

% Ac LU Communicable Crypto

_.analvzing general crvptographic aspects of securitv nrotocals. and to offer suidance anthe

1 ® T F

CHAIRS

The CFRG is chaired by Kenny Paterson
(kenny.paterson@rhul.ac.uk)and Alexey
Melnikov (alexey.melnikov@isode.com).

MAILING LIST

| »
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Cryptographers are not...

 Ul/UX people

* Configuration specialists
* Application developers

* APl wizards

* Protocol designers

ﬁ ACLU Communicable Crypto
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Most Cryptographers are not yet...

 Ul/UX people

* Configuration specialists

* Software engineers
* API developers

* Protocol designers

'=1ACLU

Communicable Crypto
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Collaboration

* Practice explaining what guarantees your
constructs can offer

e Listen to user needs

e Sometimes the best solution doesn't involve new
crypto

* Without crypto, we lose on surveillance,
censorship, discrimination, and privacy

/
%&m Communicable Crypto 39
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