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» theoretically not new
» in practice: QUIC (2013), TLS 1.3 (2015+)
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» building block: puncturable forward-secret key encapsulation

» we build generically from any HIBKEM
» can replace involved blend of HIBE+ABE [GM'15]
» CCA-secure in the standard model

» forward-secret 0-RTT key exchange

» we build from any PFSKEM
» formalize key exchange security with forward-secret 0-RTT
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Thank Youl!

mail@felixguenther.info

P.S. Britta and Felix plan on finishing their Ph.D. in the next year resp. months

and interesting job offers are always welcome.
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