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(A brief) Timeline of isogeny-based crypto, part |

1996 Couveigneslescribes first isogenryased (key exchange) scheme.

2006 Rostovtsevand Stolbunoy and laterStolbunov2010), propose key exchange using
ordinaryisogenies.

A These schemes are impractical, and
A Can be broken in (quantursibexponentiatime (Childs, Jao arSloukharex2010).

2010 Jao and De Feo propose key exchange wsipgrsingularsogenies (SIDH).

A Much better performance.
A Best quantum and classical attack complexity is, as of today, exponential.
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Supersingular Isogeny Diffie-Hellman (SIDH)
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Supersingular Isogeny Diffie-Hellman (SIDH)
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Supersingular Isogeny Diffie-Hellman (SIDH)
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Supersingular Isogeny Diffie-Hellman (SIDH)
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Supersingular Isogeny Diffie-Hellman (SIDH)
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Supersingular Isogeny Diffie-Hellman (SIDH)
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SIDH security

Setting: supersingulacurvesO /M andO M , a large prime), and isogenyegfO © ‘O with
fixed, smooth, public degree.

Supersingulaisogeny problem:given0h) ¥ 'O and%€0 )0 ) ¥ ‘O, compute%o

A Best known attacksclassical) i) 7 and quantumi f ¥ viageneric claw finding algorithms
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Supersingular Isogeny Diffie-Hellman (SIDH)
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(A brief) Timeline of isogeny-based crypto, part I

2016  SIDH gets closer to practical use (CostetingaNaehrig 2016).

A New parameter set (SIDHp751) for the 28quantum security level.
ASever al optimization technigues pushtipmee”)o.rn

But still not fast enough for some applications,
and not secure with static keys.

2017
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Supersingular isogeny key encapsulation (SIKE)

Costello—De Feo—Jao—Longa—Naehrig—Renes, 2017

A IND-CCA secure key encapsulation: no problem reusing keys!
A Uses a variant dflofheinzHovelmanngKiltz(HHK) transformiND-CPA PKE IND-CCA KEM

A HHK transform is secure lioth the classical and quantum ROM models
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Supersingular isogeny key encapsulation (SIKE)

Costello—De Feo—Jao—Longa—Naehrig—Renes, 2017
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Costello—De Feo—Jao—Longa—Naehrig—Renes, 2017

Al NDCA secure key encapsul ation: no probl em
AUses a Haf h@dioweodmgikainintsBK) t Lédbdsf oxEb/ ! Y9 a
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A¢ KNBaS ameter sets maltzz;hdangls56ecurity of AES

For a st ®iM di gwc wr vehje K eo )

Scheme

(SIKEp-I T &) (QhQ) classical sec. quantum sec. Security level

SIKEp503 (250,159) 126 bits 84 bits AES128 (NIST level 1)
SIKEp751 (372,239) 188 bits 125 bits AES192 (NIST level 3)
SIKEp964 (486,301) 241 bits 161bits AES256 (NIST level 5)
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Supersingular isogeny key encapsulation (SIKE)

Costello—De Feo—Jao—Longa—Naehrig—Renes, 2017
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Supersingular isogeny key encapsulation (SIKE)

Costello—De Feo—Jao—Longa—Naehrig—Renes, 2017
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Supersingular isogeny key encapsulation (SIKE)

Costello—De Feo—Jao—Longa—Naehrig—Renes, 2017
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Supersingular isogeny key encapsulation (SIKE)

Costello—De Feo—Jao—Longa—Naehrig—Renes, 2017
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Costello—De Feo—Jao—Longa—Naehrig—Renes, 2017
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Supersingular isogeny key encapsulation (SIKE)

Costello—De Feo—Jao—Longa—Naehrig—Renes, 2017
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SIDH library

AVer Si.mdemcently released:
https:/ /github.coSm/VvH crosoft/ PQCr:
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https://github.com/Microsoft/PQCrypto-SIDH

SIDH library

A Version 3.0 recently released:
https://qithub.com/Microsoft/PQCrypteSIDH

A ImplementsSIDHand SIKE
A Covergwo security levels: SIDH/SIKEp503 (AES) and SIDH/SIKEp751 (ARSY)
A With the following implementations:

A A portable C implementation

A A 64bit optimized implementation
A With highspeed x64 assembly code for the field arithmetic (Linux only)
A With highspeed ARMv8 assembly code for the field arithmetic (SIDH/SIKEp751 only)
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SIDH library

A Version 3.0 recently released:
https://qithub.com/Microsoft/PQCrypteSIDH

A ImplementsSIDHand SIKE
A Covergwo security levels: SIDH/SIKEp503 (AES) and SIDH/SIKEp751 (ARSY)
A With the following implementations:

A A portable C implementation

A A 64bit optimized implementation
A With highspeed x64 assembly code for the field arithmetic (Linux only)
A With highspeed ARMv8 assembly code for the field arithmetic (SIDH/SIKEp751 only)

A No secret branches, no secret memory accesses
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SIDH library

AVer Si.mdemcently released:
https:/ /github.coSm/VvH crosoft/ PQCr:
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SIDH library

A Version 3.0 recently released:
https://qithub.com/Microsoft/PQCrypteSIDH

A ImplementsSIDHand SIKE
A Covergwo security levels: SIDH/SIKEp503 (AES) and SIDH/SIKEp751 (ARSY)
A With the following implementations:

A A portable C implementation

A A 64bit optimized implementation
A With highspeed x64 assembly code for the field arithmetic (Linux only)
A With highspeed ARMv8 assembly code for the field arithmetic (SIDH/SIKEp751 only)

@‘{}A No secret branches, no secret memory acce
-attacks!

A Assembly codés not vulnerableto recent branch target injection attacks (no branches)
A For the C codanake sure to use a compiler that has been patched!
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Performance on x64

Primitive Quantumsec. Problem

Classical

RSA0 7 2 x 0 bits factoring _ 0.8 KB
ECDH NIST256 x 0 bits ECdlog 1.4ms 0.1 KB

Passively secure kegxchange

S| bHpP3 84 bits iIsogenies 0.7 KB
SIDHp751 125 bits iIsogenies 1.1 KB

IND-CCA secure KEMs

Kyber 161 bits M-LWE 0.07ms 1.2 KB
FrodoKEM 103-150 bits LWE

SIKEp503 84 bits iIsogenies

SIKEp751 125 bhits iIsogenies

very f @st very sl |
(*) ObtAGH2dId!I oheKHy bHeare we Fk wld @adkkdM(S | KE) .
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Performance on 64-bit ARM

Al mpl ementati on by Matthew Campagna (Amazon)
ATi mi ngs olb.t%dEne dt o ARM7 Do ntcexs sor

Primitive Speed

SIKEp503 53.4ms
SIKEp751 171.6ms
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SIKE in the NIST post-quantum “competition”

APackage (protocol specifications and implementations) submitted to NIST:

https://csrc.nist.gov/CSRC/media/Projects/P@adtiantumCryptography/
documents/roundl/submissions/SIKE.zip
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Other relevant work in 2017

AFaster compressionZanonet al. https://eprint.iacr.org/2017/1143

AOptimized algorithms:FazHernandezt al. https://eprint.iacr.org/2017/1015

A Signatures:Yooet al. https://eprint.iacr.org/2017/186 and Galbraith et al.
https://eprint.iacr.org/2016/1154
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