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Quick motivation recap

Quantum computers break publicÅ -key cryptography currently in use: 
cryptosystems based on factoring and (elliptic curve) discrete logarithms

NIST launches the postÅ -quantum cryptography standardization project:
https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/

call-for-proposals-final-dec-2016.pdf

ά¢ƘŜ Ǝƻŀƭ ƻŦ ǘƘƛǎ ǇǊƻŎŜǎǎ ƛǎ ǘƻ ǎŜƭŜŎǘ ŀ ƴǳƳōŜǊ ƻŦ 
ŀŎŎŜǇǘŀōƭŜ ŎŀƴŘƛŘŀǘŜ ŎǊȅǇǘƻǎȅǎǘŜƳǎ ŦƻǊ ǎǘŀƴŘŀǊŘƛȊŀǘƛƻƴΦέ

ό¢Ƙƛǎ ƛƴŎƭǳŘŜǎΥ ŘƛƎƛǘŀƭ ǎƛƎƴŀǘǳǊŜǎΣ ŜƴŎǊȅǇǘƛƻƴ ŀƴŘ ƪŜȅ ŜƴŎŀǇǎǳƭŀǘƛƻƴύΦ
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(A brief) Timeline of isogeny-based crypto, part I

1996 Couveignesdescribes first isogeny-based (key exchange) scheme.  

2006 Rostovtsevand Stolbunov, and later Stolbunov(2010), propose key exchange using 
ordinaryisogenies.

ÅThese schemes are impractical, and

ÅCan be broken in (quantum) subexponentialtime (Childs, Jao and Soukharev2010).

2010 Jao and De Feo propose key exchange using supersingularisogenies (SIDH).  

ÅMuch better performance.

ÅBest quantum and classical attack complexity is, as of today, exponential.
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SIDH security

Setting:  supersingularcurves ὉȾ andὉȾ , a large primeὴ, and isogeny ‰ȡὉᴼὉ with 
fixed, smooth, public degree.  

Supersingularisogeny problem:  given ὖȟὗᶰὉ and ‰ὖ ȟ‰ὖ ᶰὉ, compute ‰.

ÅBest known attacks:classical ὕὴȾ and quantum ὕὴȾ via generic claw finding algorithms
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Supersingular Isogeny Diffie-Hellman (SIDH)

ό¦ƴǘƛƭ ǊŜŎŜƴǘƭȅύ ǘǿƻ ǇǊƻōƭŜƳǎ ǊŜƳŀƛƴŜŘΥ

Existing realizations were still slow (running in the hundreds of milliseconds) and unprotected Å
against side-channel attacks

SIDH is not secure when keys are reused (GalbraithÅ -Petit-Shani-Ti2016)
Only recommended in Å ŜǇƘŜƳŜǊŀƭ ƳƻŘŜ
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(A brief) Timeline of isogeny-based crypto, part II

2016 SIDH gets closer to practical use (Costello-Longa-Naehrig 2016). 

ÅNew parameter set (SIDHp751) for the 128-bit quantum security level.

ÅSeveral optimization techniques push performance below 60 milliseconds (in “constant-time”).

But still not fast enough for some applications,
and not secure with static keys.

2017 …    
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Supersingular isogeny key encapsulation (SIKE)
Costello–De Feo–Jao–Longa–Naehrig–Renes, 2017

ÅIND-CCA secure key encapsulation:  no problem reusing keys!

ÅUses a variant of HofheinzςHövelmannsςKiltz(HHK) transform: IND-CPA PKE O IND-CCA KEM

ÅHHK transform is secure in both the classical and quantum ROM models
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Supersingular isogeny key encapsulation (SIKE)
Costello–De Feo–Jao–Longa–Naehrig–Renes, 2017

INDÅ -CCA secure key encapsulation:  no problem reusing keys!

Uses a variant of Å HofheinzςHövelmannsςKiltz(HHK) transform: Lb5π/t! tY9 ᴼLb5π//! Y9a

HHK transform is secure in Å ōƻǘƘ ǘƘŜ ŎƭŀǎǎƛŎŀƭ ŀƴŘ ǉǳŀƴǘǳƳ wha ƳƻŘŜƭǎ

Offline key generation gives performance boost (no perf loss SIDH Å ᴼSIKE) 

¢ƘǊŜŜÅ parameter sets matching security of AES-128, 192 and 256.

For a starting curve ὉȾ ȡώ ὼ ὼ, where ὴ ς σ ρ

Scheme  
(SIKEp+ ÌÏÇ▬)

ὩȟὩ classical sec. quantum sec. Security level

SIKEp503 (250,159) 126 bits 84 bits AES-128 (NIST level 1)

SIKEp751 (372,239) 188 bits 125 bits AES-192 (NIST level 3)

SIKEp964 (486,301) 241 bits 161 bits AES-256 (NIST level 5)
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KeyGen

1.  ίᶰ πȟς

2. Set ὯὩὶ‰ ὖ ί ὗ

3. ÐË ‰ Ὁ ȟ‰ ὖ ȟ‰ ὗ

4.  ίɴ πȟρ

5. keypair:  ÓË ίȟί ,ÐË

Supersingular isogeny key encapsulation (SIKE)
Costello–De Feo–Jao–Longa–Naehrig–Renes, 2017

Real World Crypto 2018                                        Patrick Longa  ςSupersingularisogeny crypto gets practical                                                                                  9 



KeyGen

мΦ  ίᶰ πȟς

нΦ Set ὯὩὶ‰ ὖ ί ὗ

оΦ ÐË ‰ Ὁ ȟ‰ ὖ ȟ‰ ὗ

пΦ  ίɴ πȟρ

рΦƪŜȅǇŀƛǊΥ  ÓË ίȟί ,ÐË

Supersingular isogeny key encapsulation (SIKE)
Costello–De Feo–Jao–Longa–Naehrig–Renes, 2017

Real World Crypto 2018                                        Patrick Longa  ςSupersingularisogeny crypto gets practical                                                                                  9 

ÐË

Encaps

мΦmessage άᶰ πȟρ

нΦὶ ὋάȟÐË ÍÏÄς

оΦSetὯὩὶ‰ ὖ ὶὗ

пΦÐË ‰ Ὁ ȟ‰ ὖ ȟ‰ ὗ

рΦὮ ὮὉ Ὦ‰ ‰ Ὁ

6.  Shared key:  ίίὌάȟὧ



KeyGen

1.  ίᶰ πȟς

2. Set ὯὩὶ‰ ὖ ί ὗ

3. ÐË ‰ Ὁ ȟ‰ ὖ ȟ‰ ὗ

4.  ίɴ πȟρ

5. keypair:  ÓË ίȟί ,ÐË

Supersingular isogeny key encapsulation (SIKE)
Costello–De Feo–Jao–Longa–Naehrig–Renes, 2017

Real World Crypto 2018                                        Patrick Longa  ςSupersingularisogeny crypto gets practical                                                                                  9 

ÐË

Encaps

мΦmessage άᶰ πȟρ

нΦὶ ὋάȟÐË ÍÏÄς

оΦSetὯὩὶ‰ ὖ ὶὗ

пΦÐË ‰ Ὁ ȟ‰ ὖ ȟ‰ ὗ

рΦὮ ὮὉ Ὦ‰ ‰ Ὁ

сΦ  {ƘŀǊŜŘ ƪŜȅΥ  ίίὌάȟὧ

encryption



KeyGen

мΦ  ίᶰ πȟς

нΦ Set ὯὩὶ‰ ὖ ί ὗ

оΦ ÐË ‰ Ὁ ȟ‰ ὖ ȟ‰ ὗ

пΦ  ίɴ πȟρ

рΦƪŜȅǇŀƛǊΥ  ÓË ίȟί ,ÐË

Supersingular isogeny key encapsulation (SIKE)
Costello–De Feo–Jao–Longa–Naehrig–Renes, 2017

Real World Crypto 2018                                        Patrick Longa  ςSupersingularisogeny crypto gets practical                                                                                  9 

ÐË

Encaps

мΦmessage άᶰ πȟρ

нΦὶ ὋάȟÐË ÍÏÄς

оΦSetὯὩὶ‰ ὖ ὶὗ

пΦÐË ‰ Ὁ ȟ‰ ὖ ȟ‰ ὗ

рΦὮ ὮὉ Ὦ‰ ‰ Ὁ

сΦ  {ƘŀǊŜŘ ƪŜȅΥ  ίίὌάȟὧ

ŜƴŎǊȅǇǘƛƻƴ

ὧ ÐËȟὊὮṥά
Decaps

мΦὮᴂ ὮὉ Ὦ‰ ‰ Ὁ

ςΦά ὊὮᴂṥὧς

σΦὶ ὋάȟÐË ÍÏÄς

τΦSetὯὩὶ‰ ὖ ὶᴂὗ

рΦÐË ‰ Ὁ ȟ‰ ὖ ȟ‰ ὗ

сΦIf ÐË ὧρ then

Shared key:  ίί Ὄάȟὧ

χΦElse ίίὌίȟὧ



KeyGen

мΦ  ίᶰ πȟς

нΦ Set ὯὩὶ‰ ὖ ί ὗ

оΦ ÐË ‰ Ὁ ȟ‰ ὖ ȟ‰ ὗ

пΦ  ίɴ πȟρ

рΦƪŜȅǇŀƛǊΥ  ÓË ίȟί ,ÐË

Supersingular isogeny key encapsulation (SIKE)
Costello–De Feo–Jao–Longa–Naehrig–Renes, 2017

Real World Crypto 2018                   Patrick Longa  ςSupersingularisogeny crypto gets practical                                                                                  9 

ÐË

Encaps

мΦmessage άᶰ πȟρ

нΦὶ ὋάȟÐË ÍÏÄς

оΦSetὯὩὶ‰ ὖ ὶὗ

пΦÐË ‰ Ὁ ȟ‰ ὖ ȟ‰ ὗ

рΦὮ ὮὉ Ὦ‰ ‰ Ὁ

сΦ  {ƘŀǊŜŘ ƪŜȅΥ  ίίὌάȟὧ

ŜƴŎǊȅǇǘƛƻƴ

ὧ ÐËȟὊὮṥά
Decaps

мΦὮᴂ ὮὉ Ὦ‰ ‰ Ὁ

ςΦά ὊὮᴂṥὧς

σΦὶ ὋάȟÐË ÍÏÄς

τΦSetὯὩὶ‰ ὖ ὶᴂὗ

рΦÐË ‰ Ὁ ȟ‰ ὖ ȟ‰ ὗ

сΦIf ÐË ὧρ then

Shared key:  ίί Ὄάȟὧ

χΦElse ίίὌίȟὧ

ŘŜŎǊȅǇǘƛƻƴ



KeyGen

1.  ίᶰ πȟς

2. Set ὯὩὶ‰ ὖ ί ὗ

3. ÐË ‰ Ὁ ȟ‰ ὖ ȟ‰ ὗ

4.  ίɴ πȟρ

5. keypair:  ÓË ίȟί ,ÐË

Supersingular isogeny key encapsulation (SIKE)
Costello–De Feo–Jao–Longa–Naehrig–Renes, 2017

Real World Crypto 2018      Patrick Longa  ςSupersingularisogeny crypto gets practical                                                                                  9 

ÐË

Encaps

мΦmessage άᶰ πȟρ

нΦὶ ὋάȟÐË ÍÏÄς

оΦSetὯὩὶ‰ ὖ ὶὗ

пΦÐË ‰ Ὁ ȟ‰ ὖ ȟ‰ ὗ

рΦὮ ὮὉ Ὦ‰ ‰ Ὁ

сΦ  {ƘŀǊŜŘ ƪŜȅΥ  ίίὌάȟὧ

ŜƴŎǊȅǇǘƛƻƴ

ὧ ÐËȟὊὮṥά
Decaps

мΦὮᴂ ὮὉ Ὦ‰ ‰ Ὁ

ςΦά ὊὮᴂṥὧς

σΦὶ ὋάȟÐË ÍÏÄς

τΦSetὯὩὶ‰ ὖ ὶᴂὗ

рΦÐË ‰ Ὁ ȟ‰ ὖ ȟ‰ ὗ

сΦIf ÐË ὧρÔÈÅÎ

{ƘŀǊŜŘ ƪŜȅΥ  ίί Ὄάȟὧ

χΦElse ίίὌίȟὧ

partial re-encryption

ὊȟὋȟὌinstantiated with cSHAKE256.

decryption



Version Å 3.0 recently released:

https://github.com/Microsoft/PQCrypto-SIDH

Implements Å {L5Iand {LY9

Covers Å ǘǿƻsecurity levels: SIDH/SIKEp503 (AES-128) and SIDH/SIKEp751 (AES-192)

SIDH library
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ÅVersion 3.0 recently released:

https://github.com/Microsoft/PQCrypto-SIDH

ÅImplements SIDHand SIKE

ÅCovers two security levels: SIDH/SIKEp503 (AES-128) and SIDH/SIKEp751 (AES-192)

ÅWith the following implementations:

ÅA portable C implementation

ÅA 64-bit optimized implementation
Å With high-speed x64 assembly code for the field arithmetic (Linux only)

Å With high-speed ARMv8 assembly code for the field arithmetic (SIDH/SIKEp751 only)

ÅNo secret branches, no secret memory accesses: code protected against cache and timing 
attacks!
Å Assembly code is not vulnerableto recent branch target injection attacks (no branches)

Å For the C code: make sure to use a compiler that has been patched!

SIDH library
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very small               large

Performance on x64

Primitive Quantum sec. Problem Speed Comm.

Classical

RSA 3072 0ͯ bits factoring 4.6 ms 0.8 KB

ECDH NIST P-256 0ͯ bits EC dlog 1.4 ms 0.1 KB

Passively secure key-exchange

SIDHp503 84 bits isogenies 10.3 ms 0.7 KB

SIDHp751 125 bits isogenies 31.5 ms 1.1 KB

IND-CCA secure KEMs

Kyber 161 bits M-LWE 0.07 ms 1.2 KB

FrodoKEM 103–150 bits LWE 1.2–2.3 ms 9.5–15.4 KB

SIKEp503 84 bits isogenies 10.1 ms 0.4 KB

SIKEp751 125 bits isogenies 30.5 ms 0.6 KB

very fast                 slow
(*) Obtained on 3.4GHz Intel Haswell (Kyber) or Skylake (FrodoKEMand SIKE). 
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Performance on 64-bit ARM

Implementation by Matthew Campagna (Amazon)Å

Timings obtained on Å 1.992GHz 64-bit ARM Cortex-A72 processor

Primitive Speed

SIKEp503 53.4 ms

SIKEp751 171.6 ms
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SIKE in the NIST post-quantum “competition”

ÅPackage (protocol specifications and implementations) submitted to NIST:

https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/ 
documents/round-1/submissions/SIKE.zip
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The full SIKE team

Reza Azarderakhsh, Matthew Campagna, Craig Costello, Luca De Feo, 
Basil Hess, David Jao, Brian Koziel, Brian LaMacchia, Patrick Longa, 

Michael Naehrig, Joost Renes, Vladimir Soukharev
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Other relevant work in 2017

ÅFaster compression:  Zanon et al. https://eprint.iacr.org/2017/1143

ÅOptimized algorithms:  Faz-Hernández et al. https://eprint.iacr.org/2017/1015

ÅSignatures:  Yooet al. https://eprint.iacr.org/2017/186, and Galbraith et al. 
https://eprint.iacr.org/2016/1154
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