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WHAT IS ACARS?

Aircraft Communications Addressing
and Reporting System (ACARS) is a

Geostationary
Satellite

widely-used avionic data link on both — —
commercial and non-commercial aircraft 7 e
f ir Station
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. ) . . UHF/SHF = | ir Traffic
Around since late 1970’s, it is now used ™ \T/ =
for yast!y dlff.erent purposes to its = = = =
original intention E é % =
. . . . L Ground Stations — | Suerv.iie
Since then, it has become multi-medium Provde

and multi-purpose

Easily collectible with $10 hardware
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WHAT IS ACARS?

Geostationary
Satellite

Air Traffic
Control

Airline Operations

Centre

Service provider handles
messages - like cell networks
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ATC use ACARS to control
aircraft without requiring voice
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AOC communications allow administration in-flight, e.q.
passenger updates, gate information

UNIVERSITY OF Modern Jets, Retro Ciphers:

OXFORD How monoalphabetic substitution ciphers are still in use



WHAT IS ACARS?
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Software defined radios collected from one location over
9 months - ~1 million messages
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SECURITY IN ACARS

. A number of ACARS applications clearly require some

authentication or confidentiality - but ACARS has no
security as standard

. 'Post-hoc’ solutions exist (e.g. Secure ACARS)

. However, it costs extra on top of existing ACARS - this
deters users - no use thus far
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SECURITY IN ACARS

. A number of ACARS applications clearly require some

authentication or confidentiality - but ACARS has no
security as standard

. 'Post-hoc’ solutions exist (e.g. Secure ACARS)

. However, it costs extra on top of existing ACARS - this
deters users - no use thus far

Many users require privacy but don’t want to pay
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ANALYSING MESSAGES

. We collected over a million VHF and SATCOM ACARS messages, and
noticed that some business aircraft were sending scrambled messages
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. We collected over a million VHF and SATCOM ACARS messages, and
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CIPHER & USAGE PROPERTIES

9 static keys were used by all
aircraft using the cipher

Using frequency analysis (and
some deduction), we could
recover ~76% of the Bombardier Learjet 45
substitutions for the 9 keys
using 2690 messages

. All aircraft used the Honeywell
Primus avionics suite

Gulfstream G650

v s UNIVERSITY OF Modern Jets, Retro Ciphers:

7 OXFORD How monoalphabetic substitution ciphers are still in use



Manuf.

Model

Avg. Manuf.
Year

No./Model

No./Manuf.

. UNIVERSITY OF

7 OXFORD How monoalphabetic substitution ciphers are still in use

AIRCRAFT TYPE

A-1 A2 A-3

2008 2008 2014

118

56 12

186

B-1 B-2 B-3
2014 2010 2012
11 3 2
106
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AIRCRAFT TYPE

Manuf.

Model | A1 A2 A3 |B1 B2 B3| C1|D1]| E

Avg. Manuf.
Vear 2008 2008 2014|2014 2010 2012
No./Model | 118 56 12 11 3 2 1 1 1
No./Manuf. 186 16 1 1 1
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HIDDEN AIRCRAFT

. A significant proportion of aircraft using this cipher also used a
block, so do not appear on flight trackers.
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" HIDDEN AIRCRAFT
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© Phil Woods B

KL1749 /km1749 @

KLM 3D VIEW

Operated by KLM cityhopper

AMS - LUX

AMSTERDAM LUXEMBOURG
CET (UTC +01:00) CET (UTC +01:00)

DEPARTURE ARRIVAL

SCHEDULED 21:20 SCHEDULED 22:20
ACTUAL 22:00 ESTIMATED 22:39

GREAT CIRCLE DISTANCE: 315 KM

23 KM

302 KM
00:27 AGO ))- IN 00:11

KL1749 - AVERAGE FLIGHT TIME: 00:36

More KL1749 flights [4

TYPE (E75L)
Embraer ERJ-175STD

REGISTRATION MODE-S CODE
PH-EXP 4855D2

SERIAL NUMBER (MSN) AGE (JUL 2017)
o Q0 Goeed Flightradar24
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HIDDEN AIRCRAFT

l‘ 000.0
: ’—"" 1

© Fllghtradar24

C25A

N/A

TYPE (C25A)
Cessna 525A Citationjet CJ2+

REGISTRATION MODE-S CODE
%é N/A N/A
SERIAL NUMBER (MSN) AGE
N/A N/A
= CALIBRATED ALTITUDE VERTICAL SPEED
T 41,000 ft 0 fpm
GPS ALTITUDE TRACK
40,325 ft 138°
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HIDDEN AIRCRAFT

. A significant proportion of aircraft using this cipher also used a
block, so do not appear on flight trackers.

- This implies that they are privacy sensitive - and so are being
undermined by the weak cipher
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HIDDEN AIRCRAFT

. A significant proportion of aircraft using this cipher also used a
block, so do not appear on flight trackers.

- This implies that they are privacy sensitive - and so are being
undermined by the weak cipher

Data Set Not Blocked Blocked
VHF 5 (10%) 44 (90%) 49
SATCOM 10 (6%) 146 (94%) 156

L) UNIVERSITY OF Modern Jets, Retro Ciphers:

7 OXFORD How monoalphabetic substitution ciphers are still in use



MESSAGE CONTENT

29% of messages were status reports, revealing position,
departure and arrival airports

Flight Level or Date ETA
Ground Speed (MMDD) (HHMM)

1 1 1

P0S02,N49260E006437,410,ENTC,LEIB,0805,1101,1241,009.6

| T T

Coordinates Departure Arrival Current Time
| | (HHMM)

ICAO Airport Codes
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I\/\ESSAGE CONTENT

~|Arrival Alrport Farnborough UK, ETA 14 19

S

Position Report 2 - 13:27

9\ Position Report 1 - 12:57

Departure Airport - Instanbul, Turkey o

From Google Maps
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MESSAGE CONTENT

@®

Arrival Airport - Farnborough, UK, ETA 14:19

S

Position Report 2 - 13:27

AN

Sorry, but we could not find data for specified flight

Departure Airport - Instanbul, Turkey o

From Google Maps
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MESSAGE CONTENT

29% of messages were status reports, revealing position,
departure and arrival airports

Blocked aircraft sent 90% of all status reports

Flight Level or Date ETA
Ground Speed (MMDD) (HHMM)

1 1 1

P0S02,N49260E006437,410,ENTC,LEIB,0805,1101,1241,009.6

Coordinates Departure Arrival Current Time
| | (HHMM)

ICAO Airport Codes
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RESPONSIBLE DISCLOSURE

Reported to Honeywell prior to publication and met with a
resounding ‘it’s not a problem’

Cipher isn’t encryption but obfuscation thus not a security risk

“OBFUSCATION BECOMES ENCRYPTION WHEN A HIGH LEVEL OF
CONFIDENTIALITY IS ASSURED. THE CONFIDENTIALITY
ASSURANCE OF THE SUBSTITUTION CIPHER IS LOW.”
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FULL PAPER: ECONOMY CLASS CRYPTO: EXPLORING WEAK CIPHER
USAGE IN AVIONIC COMMUNICATIONS VIA ACARS - FC2017

QUESTIONS
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