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 Federated management was better than
what we have today but was never good
enough.

* Managed apps in the cloud: maybe that ship
has salled

e But at the very least, can we decentralize
trust and key management?






Basic Requirements

 Multi-device support

e Get new phone for Christmas, enter username and
password, and get instant access to all history

* Namable teams with mutable membership

e Authenticated invitation of new members



Threat Model

e Bad guys own any server infrastructure
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Security Goals

e PCS by default (this talk)

e Forward-secrecy is opt-in per-message and can be
layered on top (outside scope)



Insufficient Solutions









Keybase’s Approach

e Users think about “devices” not “keys”

e Each device in a user’s cloud is equally powerful. Why?
e We’ve all lost phones, laptops, slips of paper
* The more devices, the less likely you are to lose your data
* And you’re most likely to discard your oldest device

* Reuse this abstraction for teams:

e Devices are to Users as Users are to Teams
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How Apps Work

* Every team has a random shared symmetric key that rotates when:
* Users are removed from the team
e Or any team member revokes a device

* All updates to the chat channel (or git repo or file system) are:
e Encrypted for current shared team symmetric key
e Signed by the user that made the update

* To prevent Alice from putting words into Bob’s mouth
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Talk Outline

* How devices sign statements to constitute a user

e How users sign statements to constitute a team



How to Define a User



Account Creation

Picks a new username n

Rolls a new Ed25519 Signing Key Pair (s,S)

Rolls a new Curve25519 DH Key Pair (d,D)

Rolls a new “per-user-key” Curve25519 DH Key Pair (u,U)
Signs D with s

Encrypts u for D

Crucially, s and d never leave the device; encryption of u does

Posts 3 sigchain links to the Keybase Merkle Tree under n



Link 1:

Link 2: Link 3:
os(D, Hash(link1)) @ os(U, Hash(link2))

Alice=S,
os(Alice=S)




New Device Addition

New Ed25519 Key: (s',S")
New Curve25519 Key: (d', D')
Signs S with s'and S' with s
Signs D' with s' as before
Encrypts u for D'

Posts 2 new sigchain links



Link 4: Link 5:
os(S', 0s(S), Hash(/ink3)) os(D', Hash(link4))
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On home computer, go to

Ready to provision using Devices > Add new > New phone.
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Revoking a Device

e Sign a statement to revoke S and D from lost/stolen/
retired device

 Rotate per-user-key to (u', U'), and re-encrypts u' for all
non-revoked devices
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Link 6: Link 7:
os'(revoke(S,D), Hash(link5)) os'(U', Hash(link6))
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Proving External
Corroboration

e Alice posts a signature saying she is @theRealAlice 0On
Twitter

* Then posts a hash of that signature to twitter



os'(twitter: @t heRealAlice, Hash(link7))



Review: Looking up Alice

 Descend the Merkle tree to Alice’s leaf

* Fetch tail of her “sigchain”

 Playback chain from beginning to compute:
e Signing Keys: {S'}
e DH Keys: {D’}
 Per-User-Key: U’

e Claimed external identities: { twitter: @theRealAlice }
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How to Define a Team



Creating a Team

e Alice creates the team “coinco” with two admins, her and Bob.
* Rolls a new team secret: t
* From t, generates team public keys:
e (st, St) for signing
e (d:, Dy for Diffie-Hellman
 And a symmetric key for encrypted shared team data

e Encryptstfor Ua and Us



Link 1:
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Adding a User to a Team

e Alice or Bob can now add Chuck to the team:
e Admins can make membership changes
e Non-admins just get to see team secrets

e Adds a sigchain link

* Encrypts t for Uc



Link 2:
os(admins={Chuck}, Hash(link1))




Removing a User

e Admins can remove users, but must re-roll the team keys
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Revoking a Device,
Revisited

e \Whenever team members revoke devices, their per-user-
keys re-roll

e Therefore all teams they are in must re-roll their keys

* This can be done lazily, just before the next time
someone chats, or writes a file for the team



Key Learning: PUKs

v1.0 was built without
Alice’s mobile provisions a new laptop:
e for all teams Alice is in:
e Reencrypt team secret for laptop
Rekey races Alice backgrounding the app

Can resulting viral data loss across devices!



Details Elided /
Other Lessons Learned

e Root of Merkle Tree gets posted to Bitcoin blockchain
periodically to prevent “forking attacks”™

e Ephemeral Messaging easily Scaling up to a 2k user team

e Users still need “education” on key management



In Sum...

Key problem: multi-device with instant access on new device
e Solution: Per-user-keys

Users are chains of device additions/removals

* All devices are equally powerful

Teams are chains of user additions/removals

* All admins are equally powerful

From there, build a shared secret key for teams that rotates on
revocation or member removal.
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