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Smart contracts can’t fetch real-world data!
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Popular example
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Gimme a $100 policy

(Flight #1215, 17 May, 
Policy price: $1)

$100
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Problem #1: Integrity
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Problem #2: Private data
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doesn’t sign data!

Problem #2: Private data



Current approaches

• Change TLS to sign data
• Requires adoption…

• Use Trusted Execution 
Environment

• Extra trust assumption
• Not always available

RWC '20

Ritzdorf, Hubert, et al. "TLS-N: 
Non-repudiation over TLS Enabling 
Ubiquitous Content Signing." In 
NDSS, 2018.

Zhang, Fan, et al. "Town Crier:  An 
authenticated data feed for smart 
contracts." In CCS, 2016.



Introducing the DECO protocol

•Facilitates privacy-preserving proofs about TLS 
data to oracles
•And thus to smart contracts

•Requires no trusted hardware
•Requires no server-side modifications

• i.e., “transparent” to HTTPS-enabled servers
•Works with modernTLS versions (1.2 & 1.3)
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Goal and adversarial model
• Prove the provenance of TLS ciphertexts
• Decrypt or proving statements about the plaintext in ZK 

(e.g., bal > $5,000)
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TLS server
S

Oracle

TLS Client
aka Prover

Verifier

Running 
unmodified 

TLS

What’s my balance?

Your bal is $8,000.

This denotes TLS ciphertext.

Your bal is $8,000.

This is from my bank: 

Not signed by S!



Main idea: Three-party handshake
• Idea: Hide the MAC key from the prover until she commits.
• Assuming CBC-HMAC for now (GCM later)
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V �KMAC

P = KMAC
<latexit sha1_base64="rPAjFYPMAi35LzYpe+rv/ZyFkE8="></latexit>

KEnc,KMAC
P

<latexit sha1_base64="WXHmGe4M1uPDwDegGRUY2IHXwew="></latexit> KMAC
V

<latexit sha1_base64="rT+KBKPiFBVCe3hgeMny7Gokhtk="></latexit>

KEnc,KMAC
<latexit sha1_base64="4dlizgJ9ycYTN8M5ELxAHwAMzvM="></latexit>

Prover Verifier

DECO logo



DECO Overview
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Prover Verifier

Phase 1: Three-party 
Handshake

TLS Server

Query

Response

Phase 2: TLS 
session as usual

Response

KMAC
V

<latexit sha1_base64="rT+KBKPiFBVCe3hgeMny7Gokhtk="></latexit>

Phase 3: proof 
generation

Verify MAC; Decrypt or prove in ZK

KEnc,KMAC
P

<latexit sha1_base64="WXHmGe4M1uPDwDegGRUY2IHXwew="></latexit>

KMAC
V

<latexit sha1_base64="rT+KBKPiFBVCe3hgeMny7Gokhtk="></latexit>

KEnc,KMAC
<latexit sha1_base64="4dlizgJ9ycYTN8M5ELxAHwAMzvM="></latexit>

This denotes a TLS ciphertext.



Standard TLS handshake
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TLS Server TLS Client Verifier

• Leverage the homomorphic 
properties of ECDHE.

• Perform secure Two-party 
computation (2PC).

• Key exchange (e.g. ECDHE)
• Key derivation



Three-party handshake: key exchange
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yv = gxv
<latexit sha1_base64="AssvSdBYnMkuV9n8A1UuVG/ktPc="></latexit>

yclient = gxp · yv
<latexit sha1_base64="e1TK7ECG6x/5ANmLVoTEJxJxz74="></latexit>

z = yxs
client

<latexit sha1_base64="7Z/xgrdMdpAYZbznNPUPrYB1CkI="></latexit>

zp = yxp
server

<latexit sha1_base64="He+UTrx95DNSNdRSOT2Lq5gMdeA="></latexit>

zv = yxv
server

<latexit sha1_base64="ZqwAQsoDOH3EvQh7vNvaqE7Saos="></latexit>

yserver = gxs
<latexit sha1_base64="1pTPKPQpuFH0X8YaND9t4S36Nx8=">AAACYHicbZFda9RAFIZn49daP7qrF4LeBBfBi7AktVB7IRS98bKC2xZ21zCZnGyHncwMc05KQ8iv8VZ/kLf+EifZIFZ9YeDlPefMxzOZVRIpjn+Mglu379y9N76/9+Dho8f7k+mTMzSVE7AQRhl3kXEEJTUsSJKCC+uAl5mC82z7oaufX4FDafRnqi2sS77RspCCk4/SybM6XRFcU4PgfF/7bvOluU6xTSezeB73Cv81yWBmbN BpOh0lq9yIqgRNQnHEZRJbWjfckRQK2r1VhWC52PINLL3VvARcN/0L2vCVT/KwMM4vTWGf/jnR8BKxLjPfWXK6xL9rXfi/2rKi4u26kdpWBFrsDioqFZIJOxxhLh0IUrU3XDjp7xqKS+64IA/txk5FESEQRjzveHJXR1uoMbJOln7sCjAyFhwn4zBS/gNyHimzkSLSpkON/bR/sKstGWFyj6SHfNwr3Jmjw8EcJ78hnx3Mkzfzg0+Hs5P3A+4xe8FestcsYUfshH1kp2zBBGvZV/aNfR/9DMbBfjDdtQajYeYpu6Hg+S9Ybbqo</latexit> Prover Verifier

z = zP ? zV

<latexit sha1_base64="evWecPeq9KSzb5cz3sJQgfbMHLk=">AAACKnicbVDLSgMxFM34tj7a6tJNsAgupMxIQTeC6MZlBfuAdhgy6a2GZiZDckeYln6JW935Ne6KWz/EtJ2FbT0QODnn3uRwwkQKg647cdbWNza3tnd2C3v7B4fFUvmoaVSqOTS4kkq3Q2ZAihgaKFBCO9HAolBCKxzcT/3WK2gjVPyEWQJ+xJ5j0RecoZWCUnF4MwzqtGuQaToMmkGp4lbdGegq8XJSITnqQdlZ7/YUTyOIkUtmTMdzE/RHTKPgEsaFbmogYXzAnqFjacwiMP5olnxMz6zSo32l7YmRztS/GyMWGZNFoZ2MGL6YZW8q/ud1BpCZi0SLSKB4nX2oswQVVz2w8/PLYjTsX/sjEScpQsznyfqppKjotDfaExo4yswSxrV9lVP+wjTjaNst2Nq85ZJWSfOy6tWqtcda5fYuL3CHnJBTck48ckVuyQOpkwbhJCVv5J18OJ/OlzNxvueja06+c0wW4Pz8ApYvpl8=</latexit>

EC group 
operation



Three-party handshake: key derivation
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zp
<latexit sha1_base64="ToTAKHR7ZlYrAQ3sujDXXpdz2zs="></latexit>

PRF

KEnc,KMAC
<latexit sha1_base64="4dlizgJ9ycYTN8M5ELxAHwAMzvM="></latexit>

zv
<latexit sha1_base64="FG3qz4zXd7Ve1RlAvxXxhScgeEk="></latexit>

Prover Verifier

z

<latexit sha1_base64="pBvuJKW3s8w/I3oKtzP3A0SSdzU=">AAACGnicbVDLTgIxFO2ID8QX6NLNRGLiwpAZQ6JLohuXkMgjAUI65QINnemkvUMyTvgCt7rza9wZt278G8swCwFP0uT0nHvbk+OFgmt0nB9rK7e9s7uX3y8cHB4dnxRLpy0tI8WgyaSQquNRDYIH0ESOAjqhAup7Atre9GHht2egNJfBE8Yh9H06DviIM4pGajwPimWn4qSwN4mbkTLJUB+UrFxvKFnkQ4BMUK27rhNiP6EKORMwL/QiDSFlUzqGrqEB9UH3kzTp3L40ytAeSWVOgHaq/t1IqK917Htm0qc40eveQvzP604h1teh4j5HPks/VHGIkskhmPnlZTUaju76CQ/CCCFgy2SjSNgo7UVP9pArYChiQyhT5lVmswlVlKFps2Bqc9dL2iStm4pbrVQb1XLtPiswT87JBbkiLrklNfJI6qRJGAHyQl7Jm/VufVif1tdydMvKds7ICqzvX3/coLc=</latexit>

PRF

KMAC
V

<latexit sha1_base64="rT+KBKPiFBVCe3hgeMny7Gokhtk="></latexit>

KEnc,KMAC
P

<latexit sha1_base64="WXHmGe4M1uPDwDegGRUY2IHXwew="></latexit>

*Magic box that 
does two-party 
computation 
(2PC)

EC group 
operationDo this outside the 

circuit (using add. 
homomorphic enc.)

Hand-optimize the 
binary circuit.



Three-party handshake Performance

• AND complexity of ~770k
• Runtime: 1.40s in LAN, 5.70s in WAN
• Not blazingly fast, but sufficient for DECO applications.



GCM and TLS 1.3

• Handshake for GCM
• Essentially the same as CBC-HMAC
• Need a key commitment step (GCM ciphertext is not committing)
• Overall: small impact on the performance

• DECO supports modern TLS versions
• TLS 1.2: CBC-HMAC & GCM
• TLS 1.3: GCM
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DECO Overview
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Prover Verifier

Phase 1: Three-party 
Handshake

TLS Server

Query

Response

Phase 2: TLS 
session as usual

Response

KMAC
V

<latexit sha1_base64="rT+KBKPiFBVCe3hgeMny7Gokhtk="></latexit>

Phase 3: proof 
generation

Verify MAC; Decrypt or prove in ZK

KEnc,KMAC
P

<latexit sha1_base64="WXHmGe4M1uPDwDegGRUY2IHXwew="></latexit>

KMAC
V

<latexit sha1_base64="rT+KBKPiFBVCe3hgeMny7Gokhtk="></latexit>

KEnc,KMAC
<latexit sha1_base64="4dlizgJ9ycYTN8M5ELxAHwAMzvM="></latexit>

This denotes a TLS ciphertext.



Now that we can prove provenance…

• Ciphertexts are commitments.
• Open the whole thing (forgoing privacy)
• Selective opening: decrypt partially

• Record (16KB) and block (128bit) level

• Selective opening + ZKP
• E.g., age > 18 or bal > $5,000.
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Record 1 Record 2 …

M1 M2 … M512

Commitment

Binds to



Proof Generation Performance

• Application-specific
• E.g., Age proof: prove age > 18 according to University Registrar 

website
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DECO Applications

• Blockchain applications
• Decentralized identity (DID)
• Decentralized finance (DeFi)

• Non-blockchain applications too!
• Age proof
• Anonymous proofs of ownership of accounts
• Privacy-preserving personal data marketplace

• Allow users to export private data w/ integrity 
guarantees without server’s help.
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Take home
• DECO is a privacy-preserving oracle protocol

• Works with modernTLS versions (1.2 & 1.3)
• Requires no trusted hardware
• Requires no server-side modifications

• Visit https://deco.works for our blog post and paper.
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